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I—Evaluation in biometrics

Evaluation of a biometric system

We have designed and built a great (we hope so!) biometritesys
(including the sensor, di erent algorithms, technical and
administrative processes, etc.). We are proud of it :-)

We have found a customer willing to pay ample amount of money.
What questions should we answer before delivering our isols?

¢ Adam Czajka | 3/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
L Evaluation in biometrics

Evaluation of a biometric system

Questions

¢ Adam Czajka | 4/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
L Evaluation in biometrics

Evaluation of a biometric system

Questions

1. Measurement of living subjects uncertainty:
how to describe uncertainty?

¢ Adam Czajka | 4/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
L Evaluation in biometrics

Evaluation of a biometric system

Questions

1. Measurement of living subjects uncertainty:
how to describe uncertainty?

2. Performance analysis is based on the experiment:
what experiment(s) should we carry out?

¢ Adam Czajka | 4/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
LEvaluation in biometrics
:

Evaluation of a biometric system

Questions

1. Measurement of living subjects uncertainty:
how to describe uncertainty?

2. Performance analysis is based on the experiment:
what experiment(s) should we carry out?

3. Authentication decisions depend on acceptance thresholds
how to set these thresholds?

¢ Adam Czajka | 4/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
LEvaluation in biometrics

Evaluation of a biometric system

Questions

1. Measurement of living subjects uncertainty:
how to describe uncertainty?

2. Performance analysis is based on the experiment:
what experiment(s) should we carry out?

3. Authentication decisions depend on acceptance thresholds
how to set these thresholds?

4. Experiments need a database (data sample):
how large should be our data sample?

¢ Adam Czajka | 4/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
LEvaluation in biometrics

Evaluation of a biometric system

Questions

1. Measurement of living subjects uncertainty:
how to describe uncertainty?

2. Performance analysis is based on the experiment:
what experiment(s) should we carry out?

3. Authentication decisions depend on acceptance thresholds
how to set these thresholds?

4. Experiments need a database (data sample):
how large should be our data sample?

5. We have calculated basic system parameters, e.g., EER=0:
what error rates can we guarantee?
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ISO/IEC 19795 biometric evaluation

1. Technology evaluation: o -lineevaluation of algorithm(s) for a
single biometric modality with the use ekisting or specially
prepared data sample

2. Scenario evaluation: o -line or on-linevaluation performed in
a speci ¢ scenaridmodeling target application) with the use
of speci c subjects

3. Operational evaluation: on-linevaluation of the system
in real environment
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ISO/IEC 19795 biometric evaluation

1. Technology evaluation: o -lineevaluation of algorithm(s) for a
single biometric modality with the use efkisting or specially
prepared data sample

typically: evaluation of asingle, selected component
(algorithm, sensor, procedure, etc.)

xed data sample acquired by a 'universal' sensor
resultsdepend on environment and populatiased to
generate a data sample

data samplemust not be knowrto the authors of the
evaluated component

repeated evaluations provide exactlye same results
signi cant underestimationof error rates expected in the
operational environment

Example:evaluation of your iris recognition algorithm
developed during the third assignment
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ISO/IEC 19795 biometric evaluation

2. Scenario evaluation: o -line or on-linevaluation performed in
a speci ¢ scenaridmodeling target application) with the use
of speci ¢ subjects

evaluation of thecomplete system

evaluation environmentlose to what we expedn reality

each system has itswn sensor

we can repeat the evaluation if we cantrol the environment
and the population

some underestimatioof error rates expected in the
operational environment

Example:evaluation of iris recognition system on simulated
border control
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ISO/IEC 19795 biometric evaluation

3. Operational evaluation: on-linevaluation of the system ireal
environment

authentic systems, service, environment, users, etc.
environment may be uncontrolled and may change
unexpectedly
evaluation results areot repeatable
the best evaluation of the systegnbut often costly
and di cult to be organized

Example:evaluation of iris recognition system for real
frequent- yers
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Random sample

1. General populatiorx

random variable (one- or multi-dimensional), which deliweall
interesting information about the examined phenomenon

is simple(or i.i.d. = independent and identically-distributed)

In biometrics:

general population = all the data related to all potential users of our biometric
system

random sample = subset of data used in our evaluation
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Building the random sample in biometrics

1. Presentationof biometric characteristics

2. Attempt consisting of one or multiple presentations
(to select the best one)

3. Transactionconsisting of one or multiple attempts
(to apply some decision policy)
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Probabilistic theory vs. statistics

1. Probabilistic theory

distributions of random variables atenown hence ...
... we calculateprobabilities based on known distributions
2. Statistics
statistic = any function of a random variable
statistic is also a random variable
distributions of random variables areot fully known hence ...
... we make an inferencepon interesting quantities related to
the general populationt estimationand hypothesis testing

In biometrics: statistic = any function using biometric data (for instance matching
scores) to estimate some quantity (for instance average mathing score)
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Statistical inference (part 1): point estimation

1. Assessment of unknown distribution properties
based on statistic values (i.e., numbers)

used to estimate unknown parameter

3. We especially like estimators that are:
unbiasedi.e. B/ =
consistenfie. . limpn P(Gh  j< )=1

Example estimators in biometrics:

mean r of the matching scoresmy; my;::i;myy
(estimator of the expected value m of the random variable X)
FNMR (False Non-Match Rate)

FMR (False Match Rate)
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Failure to Acquire (FTA)

1. Common reasons of failure to acquire
biometric characteristic could not be presented
(due to illness, non-conformant presentation, etc.)
sensor's failure
data processing failure (e.g. segmentation failed)
low quality of data

2. Estimator of the failure to acquire probability (FTA)

calculated forattempts

number of failed attempts
number of all attempts

FTA =
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Failure to Enroll (FTE)

1. Common reasons of failure to enroll

as for FTA and:
biometric features could not be calculated
test veri cation failed

2. Estimator of the failure to enroll probability (FTE):

number of failed enrollments

FTE =
number of all enrollments

3. NOTE: restrictive enrollment proceduréscreaseFTE,
but decreasFMR/FNMR
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I—Evaluation of matching

Types of biometric samples

1. Genuine originating from the same class (the same eye, nger,
signature, etc.)

2. Impostoror random forgerie®r zero-e ort attempts
originating from di erent classes in a form as they were
acquired (di erent eye, nger, signature, etc.)

3. Skilled forgeriesprepared (with some e ort) to imitate the
sample of a given class (iris printout, gummy nger, skilled
forgery in signature recognition, etc.)
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Matching and decision making

1. Matching
calculation ofmatching scoreor similarity/dissimilarity score

similarity =0 ! samples are totally unalike
dissimilarity = 0 | samples are identical

NOTE: 'similarity’ and 'dissimilarity’ are not always
complementary

2. Possible decisions

match/non-match based on comparison the
similarity/dissimilarity scorewith decision threshold
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Statistical inference (part Il): hypothesis testing

1. Hypotheses
null hypothesis K )

o the hypothesis that is tested (assumed to be true)

0 we try to nd reasons to rejectHg

0 acceptance ofHo does notmean thatHg is true; it only
means that we did not nd reasons to reject it

alternative hypothesisH 1)
0 we are leaning towards acceptingl1 if Ho is rejected
2. We consider the simplest case
Ho andH; are simple hypothesesamely:

o completely specify the population distribution
0 we assume that we know this distribution
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Statistical inference (part Il): hypothesis testing

Examples

Null and simplenypothesisH g
o iris X is the iris of Adam Czajka

Alternative and simpldwypothesisH 1
o iris X is the iris of John Doe

o iris X is one of the N known irides

Alternative and composithypothesisH ;
o iris X is not the iris of Adam Czajka
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Statistical inference (part Il): hypothesis testing

3. Statistical test
method that transforms samples into decisions to accept or
reject a tested hypothesis (with a xed probability)

4. Test statisticT

statistic (function) used to testHg
we divide theT outputs into two complementary subsets:

o R: critical (or rejection) region (Ho is rejected if T 2 R)

o0 A: acceptance region o is accepted ifT 2 A)
Example ofT in biometrics:normalized Hamming distance
between two binary iris codes
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Statistical inference (part Il): hypothesis testing

A

S

J(H,) S(UH)

Ho: sample comes from a distribution @ T statistic has a
distribution f 1 (tjH o)

H1: sample comes from a distribution 1 T statistic has a
distribution f 1 (tjH )
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Statistical inference (part Il): hypothesis testing

When always make mistakes ...

decision
no reason to reject reject
true OK((1 ) type | error ()
false | type Il error () oK@ )

hypothesis

where : signi cance level, 1 : power of the test
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Statistical inference (part Il): hypothesis testing

Relation to biometric error estimators ...

decision

match non-match

matches the reference OK (1-FNMR) | FNM (FNMR)

sample

does not match the reference | FM (FMR) OK (1-FMR)

where FNMR: False Non-Match Rate, FMR: False Match Rate
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Evaluation of components vs. systems

1. System evaluation employsansactions not attempts
2. Evaluation deals with thentire systemhence it must include:

failure to acquire (FTA)
system decision policy, in particular the number of allowed
attempts in one transaction

3. We havegenuineand impostortransactions
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System evaluation
False Rejection Rate (FRR)

1. FR (false rejection). arerror committed when thegenuine
transaction is rejected

2. FRR (false rejection rate)estimate of the FR probability

number of rejected GENUINE transactions
number of all GENUINE transactions

3. We includeFTA when calculating FRR
(Note: FNMR does notinclude FTA)

4. FRR is a function oflecision policyfor instance when single
attempt is allowed in one transaction:

FRR=

FRR = FTA + (1-FTA) FNMR
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System evaluation
False Acceptance Rate (FAR)

1. FA (false acceptance): aarror committed when theémpostor
transaction is accepted

2. FAR (false acceptance rategstimate of the FA probability

number of accepted IMPOSTOR transactions

FAR= number of all IMPOSTOR transactions

3. We do not includeFTA when calculating FAR

4. FAR (like FRR) is a function oflecision policyfor instance
when single attempt is allowed in one transaction:

FAR = (1-FTA) FMR
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Veri cation system evaluation
Receiver Operating Characteristic (ROC)

Parametric curvgoining FAR and FRR, or FMR and FNMR.
Acceptance threshold is the parameter.
A

(I-FMR) |-

100% FRR (FNMR)
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Veri cation system evaluation
Receiver Operating Characteristic (ROC)

Area under the ROC curvestimates the quality of the classi gin
particular: 1.0 for ideal classi cation, 0.5 for random sfa cation

5 i

1-FAR | 1000 1-FAR | 1000
(1-FMR) (1-FMR)

100% FRR (FNMR) 100%  FRR (FNMR)

¢ Adam Czajka | 31/51



Biometrics (CSE 40537/60537)
L Lecture 9: Statistical evaluation of biometrics
I—System evaluation

Veri cation system evaluation
Detection Error Tradeo (DET)

Use of the inverse normal CDF (cumulative probability disition)
for expressing the estimator values (makes the curve inathelysis
areato be roughly a straight line)

A

FAR 1 1009
(FMR) |-

100% FRR (FNMR)
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Veri cation system evaluation

DET: properties that simplify system comparison

For normal distributionsstraight lineson DET diagram
Line slopequotient of the distribution variances
Distance between linegli erence in distribution means

Example:for a random classi er applied to normal variables
DET is the line FAR=1-FRR (or FMR=1-FNMR)

E I
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Veri cation system evaluation

Comparison of DET and ROC in the same evaluation

ROC DET

SPEAKER RE COGNITION SYSTEM COMPARISON SPEAKER RECOGNITION SYSTEM COMPARISON

o
=

o
=
T

Gorrect Detection (in %)
o
o

Miss probability (in %)
o

05

01

01 02 03 04 05 6 07
False Alarm probability (in %)

08 09 0102 05 1 2 5 10 20 40
False Alarm probability (in %)

Source: A. Martin, G. Doddington, T. Kamm, M. Ordowski, M. Przybocki, ,The DET curve in assessment of detection task performance”,
EuroSpeech 1997, Proceedings Volume #4, pp. 1895-1898, NIST 1997
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Identi cation system evaluation

Closed-set identi cation systems: all potential users areenrolled

1. Identi cation rate at rankr: proportion of identi cation
transactions by a user enrolled in the system, for which'siser
true identi er is included in the candidate list returned

Source: ISO/IEC 19795-1 Information technology -
Biometric performance testing and reporting -
Part 1: Principles and framework

2. Cumulative Match
Characteristic (CMC):
identi cation rate at
rankr as a function ofr

Identification rate

Rank (r)
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Identi cation system evaluation

Open-set identi cation systems: not all potential users ae enrolled

1. False Negative Identi cation Rate (FNIRproportion of
identi cation transactions by usersnrolledin the system, for
which the user's correct identi ers not included in the
candidate list returned
Example:when single attempt is allowed in one transaction

FNIR= FTA+(1 FTA)FNMR
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Identi cation system evaluation

Open-set identi cation systems: not all potential users ae enrolled

2. False Positive Identi cation Rate (FPIRproportion of
identi cation transactions by usersot enrolledin the system,
for which anon-emptylist of candidate identi ers is returned

Example:when single attempt is allowed in one transaction
and the database size is N:

FPIR=(1 FTA)Y1 (1 FMR")
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Statistical inference (part I): interval estimation

1. Interval estimate is de ned bywo random variables

2. Typically interval estimation is based on calculation of
con dence intervals

3. We usebiometric data sampl¢o calculate the con dence
intervals related to our experiment
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Statistical inference (part I): interval estimation

Con dence intervals

1. Extreme values;, > of the con dence intervah 1; »i for
unknown are functions of a random sampl@amely

and they are independerof

2. In a single experiment, we get a single estimates of random
variables 1 and », hence a single con dence intervialy; i

3. The unknown value will be included or will not be included
in h'y; i (calculation of the probability does not make sense
here)
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Statistical inference (part I): interval estimation

Con dence intervals

4. Unknown value will be frequently includedn this interval
if our experiment is repeated
probability of inclusion of the unknown valuein the interval
hqi; 2iisl (where signi cance levél
It is NOT true that belongs tohy; "i (calculated for a
single experiment) with a probability
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Statistical inference (part I): interval estimation

Con dence intervals
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Interval estimation in biometrics

1. Independent biometric comparisons can be understood as
Bernoulli tries with the failure probabilitpe

2. Probability of observing up td failures inN; tries:
e

t- n Nt n
. nI(Nt n)lpE(l pe)

P( = Ne)=

n

3. The upper limitp; of the con dence interval and the
signi cance level are interrelated:

Re N,!

=0 m(pg)n(l pg)Nt n—

n
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Interval estimation in biometrics

We obtainedno errorsin our experiment (e.g., FMR=0).

Question: What is theminimum error rate
that can be guaranteed for a giver?
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Interval estimation in biometrics

For Ne = 0 (no errors) we get:
@ po)Nt = hence N¢In(1 pi)=In( )
For =0:05, assuming that
In(0:05) 3

and for smallpf
In@ pe) e

we get

Pe = 3 (rule of three)

N¢
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Interval estimation in biometrics

Example: providing statistical guarantees for FMR=0

We have samples fad = 12 distinct persons
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Interval estimation in biometrics

Example: providing statistical guarantees for FMR=0

We have samples fad = 12 distinct persons

We can generat®\; = N=2 = 6 statistically independent tries
(each impostor comparison uses a distinct pair of subjects)
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Interval estimation in biometrics

Example: providing statistical guarantees for FMR=0

We have samples fad = 12 distinct persons

We can generat®\; = N=2 = 6 statistically independent tries
(each impostor comparison uses a distinct pair of subjects)

We obtained FMR=0 (we are proud of our algorithm). Hence
for Ne =0 and =0:05we get:
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Interval estimation in biometrics

Example: providing statistical guarantees for FMR=0

We have samples fad = 12 distinct persons

We can generat®\; = N=2 = 6 statistically independent tries
(each impostor comparison uses a distinct pair of subjects)

We obtained FMR=0 (we are proud of our algorithm). Hence
for Ne =0 and =0:05we get:

., 3

3
p. = — = > =50%

Nt 6
Interpretation:if we repeat our evaluation many times

(independently) we expect that in 95% of experiments ouetru
FMR may be as large as 50% (!)
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Interval estimation in biometrics

4. For statistically dependencomparisons or fovariablepe in
test population wecannotsay that we have Bernoulli tries
5. When the comparisons are statistically dependent?

data of the same subjects are used multiple times when
estimating FA error (cross-comparisons) or FR error (mpiki
tries of the same person)
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Correct use of biometric databases

1. Always divide your database intbsjoint subsets
estimation (or training) subsetused to train your method
and setting all the parameters
testing subsetunknown when training and used to make the
evaluation (and presenting your results)

2. There are many ways of dividing the biometric database
try to generatestatistically independencomparisons
I needs big datasets
when the database is small it is better to analyzere
dependent datahan too little independent
use appropriate statistical tools for small databases,
e.g., k-fold cross-validation
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Selection of the acceptance threshold

1. EERIis not the most important error estimate
helpful in technology evaluation and method comparisons
in operational scenarios we are typically interested in FRR
given FAR (or vice versa)
2. Requirements for FAR/FRR vargepending on the application
secure systems:
low values of FARat the cost of increasing FRR
comfortable systems:
low values of FRRat the cost of increasing FAR
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Selection of the acceptance threshold

3. In evaluation of PAD (Presentation Attack Detection) we
typically expectow (or zero) NPCER

additional rejections introduced by PAD are not welcome
probability of presentation attack (skilled forgery) islagively
lower than zero-e ort impostor presentation (random forgg
estimating the statistical distributions related to presgtion
attacks isdi cult or impossible (we cannot guess all possible
attacks)
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