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What Should | do?

ESR 5 — Countermeasure algorithms against subterfuge in
mobile biometric systems

* Propose a Presentation attack detection methods

 Statistical methodology for PAD
* A working prototype on an example mobile device.



Attack

An act of circumventing a biometric system by
adversaries is referred as an attack.

» Indirect: these attacks are performed inside the system.
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Sensor

Handbook of Biometric Anti-Spoofing: Trusted Biometrics under Spoofing Attacks 12
Sébastien Marcel, Mark S. Nixon, Stan Z. Li, Springer, Jul 17, 2014 - Computers - 281 pages



Spoofing

Is a direct attack performed at the sensor level
outside the digital limits on the system.
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Anti-Spoofing = PAD

Refers to the countermeasures to detect and
avert these attempt.
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Voice Spoofing

(Sneakers)




Iris Spoofing

(from YouTube)




DNA

GATTACA (1997)

IDs are checked through blood sampling.

Computer is
“fooled”

Lecture_ Spoofing and Anti-Spoofing in Biometrics, From YouTube
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Fingerprint Spoofing




Face PAD
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Three main group Anti-Spoofing = PAD

* Checking Intrinsic Properties
* Detecting Liveness
* Detecting Counterfeit



Next Session

e State-of-the-art Anti-Spoofing on mobile



Question?



