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University of Tabriz
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Thesis (MSc)

Learning Hierarchical Representations for Video 
Analysis Using Deep Learning
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Publications

Nourmohammadi-Khiarak, J., Zamani-Harghalani, Y. & Feizi-Derakhshi, M. (2017). Combined
Multi-Agent Method to Control Inter-Department Common Events Collision for University
Courses Timetabling. Journal of Intelligent Systems, 0(0), pp. -. Retrieved 5 Jan. 2018, from
doi:10.1515/jisys-2017-0249
•
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ESR 5 – Countermeasure algorithms against subterfuge in 
mobile biometric systems

• Propose a Presentation attack detection methods

• Statistical methodology for PAD

• A working prototype on an example mobile device.

What Should I do?
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Attack 

An act of circumventing a biometric system by 
adversaries is referred as an attack.

➢ Indirect: these attacks are performed inside the system.

➢Direct: It refers to the attacks that do not
require any specific knowledge

12Handbook of Biometric Anti-Spoofing: Trusted Biometrics under Spoofing Attacks
Sébastien Marcel, Mark S. Nixon, Stan Z. Li, Springer, Jul 17, 2014 - Computers - 281 pages



Spoofing

Is a direct attack performed at the sensor level 
outside the digital limits on the system.
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Anti-Spoofing = PAD

Refers to the countermeasures to detect and 
avert these attempt. 
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Voice Spoofing
(Sneakers)
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Iris Spoofing
(from YouTube)
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DNA

Lecture_ Spoofing and Anti-Spoofing in Biometrics, From YouTube
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Fingerprint Spoofing
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Face PAD
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Three main group Anti-Spoofing = PAD

• Checking Intrinsic Properties

• Detecting Liveness

• Detecting Counterfeit
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Next Session

• State-of-the-art Anti-Spoofing on mobile
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Question?
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